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NMPEMMYLLECTBA

Bbicokaa nponyckHas cnocobHocTb
B pexkume WwudpoBaHua Tpadpuka —

70 3 T6uT/c Ha 0aHY Hopy.

MaCI.IJTaﬁlllpy(EMOCTb n 0TKa30yCTOI7I‘II/IBOCTb
KOMMOHEHTOB CucTeMbl 6e30nacHoCTH.
frm

LleHTpanu3oBaHHoe ynpaBneHue
BCEMU KOMMOHEHTaMM
CMCTeMbl 3aLuTbI.

LleHTpanusoBaHHoe 06HoBNEHUE

M0 kpunToLnio30B u 6a3bl
pewaiowwmxnpasun (bP)

cucTembl 06HapYeHNA BTOPXKEHU.

Pa6ota nporpammuoro VPN-knuenta
| Ha pa3nnyHbix 0C
&= (Windows, Linux, Android, i0S).

I'IpocmTa BHeAPEeHUA U 3KcnnyaTaunn.

@,
OQO Linpokmit MogenbHblil pag.

BAPUAHTbI UCINOJIb30BAHUS

+ (o3aaHue 3aLNLLEHHOI KOPNOPATUBHOM CETU CBA3N
Ha 6a3e nHTepHeTa

+ 3awuta UT-undpacTpyKkTypbl npeANpuATUA
OT CeTeBbIX yrpo3

+ 3awmra TpaguKa cuctem Bupeo-KoHpepeHL-cBA3m
u IP-tenedoHumn

« 3awuTa ceteil 6aHKOMATOB 1 NNATEXHBIX TEPMUHANOB

« TopKnioueHue K cucteme MeXBeAOMCTBEHHOTO
3NeKTpoHHoro B3anmopeiicteus (CM3B)

+  3awWNLLeHHbIN YAANeHHbII OCTYN, B TOM Yucne
C MOOMNbHBIX YCTPOICTB

3awwmTa cuctem BupTyanusauum paboumx mect (VDI)

3awuTa UHGOPMALUOHHBIX CUCTEM NEePCOHANBHDIX
JaHHbIX (UCMOH)

3awuTa rocyAapCTBeHHbIX MUHGOPMALIMOHHBIX
acrem (TNC)

06beanHeHne pacnpeneneHHbIX ceTei 6e3 u3meHeHuA
afApeCcHoro nNpocTpaHcTBa

3awura KaHana mexay LIO]1
BHeapeHue TexHUUeCKMX Mep AnA npuBefeHns

UT-cucrem B cooTBETCTBME TPEGOBAHNAM NPUKA30B
OCT3K Poccun N°17, 21 n 31
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KPUNTOKOMMYTATOP

AnnapatHo-nporpammHblii KOMANEKC,
npeAHa3HauYeHHblii Ana Kpuntorpadpuyeckon
3awWmTbl Tpadmka npum ero nepeaaye Ha
KaHanbHOM ypoBHe (co3aaHum L2 VPN-ceTn)

KPUNTOLLTIO3

AnnapaTHo-nporpaMMHbIit
KOMNNEKC, npeiHa3HayeHHbIN
ANA Kpuntorpaduueckoil 3aLmuThbl
TpaduKa npu ero nepepaye Ha
ceTeBOM ypoBHe (co3aaHum L3

VPN-cetn).
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: *. ATKL «KoHTuHEHT. 4

KOMNbKTEPOB, BbIMONHAOLLMI
QYHKL MM NepCcoHanbHOro MeXceTeBoro
3KpaHa.
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=

CK3U «<KOHTUHEHT-A»
==\ VPN-KnmneHT And nepcoHanbHbIX

CEPBEP 10CTYNA

AnnapaTtHo-nporpaMMmHblii
KOMNEKC, NpeaHa3HaYeHHbli

ANA OpraHn3aLum 3aLnLLeHHOro
yAaneHHOro 4oCTyna C NOMOLLYbI0
VPN-knuenta CK3W «KoHTuHeHT All».

CK3U «<KOHTUHEHT-AI»

VPN-knueHT Ana noaknioueHns
MOOUNBHbIX yCTPOIiCTB Ha 6a3e Android
ni0S Kk Cepsepy poctyna .



BO3SMOXXHOCTU

.\,\p

OBHAPYXXEHUE CETEBbIX BTOPXKEHUI

CoueTaHne CUrHaTYpHOTO U SBPUCTUYECKOTO
METO/0B aHan13a ceTeBoro Tpaduka
Perucrpaums nHpopmavum 06 atake
° (ybbekt/o6beKT aTaku,
IP-aapec, Homep nopra
° Bpema u pata cobbiTuA
° Tun ataku
06HoBneHne 6a3bl pewatowyux npasun (bPM)
°  ABTOMATHYeCKM
° Bpyunyio
I'Io;mep)KKa LUIMPOKOr0 CNNCKA NPOTOKONOB
Cetesoro ypoBHa: ICMPv4, ICMPv6, IPv4, IPv6
° TpancnoptHoro yposHa: TCP, UDP, SCTP
° KananbHoro yposHs: PPPoE, PPP

° lpuknagHoro yposHa: FTP, HTTP, SMB, SSH, SMTP

° CeaHcoBoro ypoBHs: SSL, DCE/RPC
OnepaTuBHoe yBejoMNeHMe 06 aTaKkax
° OnoBeLweHue B KoHconu LIYC

° OnoBeLLeHNe NO INEKTPOHHOI NoyTe
UnTerpauma B cywecTBytoLLyto CeTeBYI0

UHOpPACTPYKTYpY
° Moakniouenue k SPAN-nopty

MEXXCETEBOE 3KPAHUPOBAHUE

KoHTponb cocToAHNA ceTeBbIX COeAMHEHNIA

3awuta ot DoS-aTak

(Dunbrpauml Tpaduka no:
IP-appecy, rpynnam IP-agpecoB unu agnanazoHy
IP-appecoB UCTOYHNKA M Ha3HAYeHUA

° Homepam noptoB

° Tunam npoTokonos

° Tunam u Kogam coo6ennin ICMP

° HanpaBneHuio nakeToB

° Knuenty unu cepsepy B TCP-coegnHeHun

° B cooTBeTCTBUM C pacnucaHnem

Upentudukauma v ayreHTUdUKaLma nonb3osarenei M3

YNPABJIEHUE U MOHUTOPUHI

LleHTpanu3oBaHHas cuctema ynpasnenua:

° Y3namu cetn

°Hacrpoitkamu mapiupyTtusauumu

° lpaBunamu dpunbTpaumum Tpaduka

° VPN-cBazamm

° Kpuntorpaduueckumu knioyamm

lpaduyeckan KoHconb ynpasnenns

MoHUTOpUHT COCTOAHMA CeTH

n cobbiTnii HCJl B peanbHom BpemeHn

Moanepxka SNMP-trap

LlentpanusoBaHHoe o6HoBneHue Bepcuu M0

BCeX Y3M10B CeTH

LleHTpanu3oBaHHbIi c6Op 1 XpaHeHue XypHanoB

Bo BHewwHen CYb]1

Bo3moxHoCTb perucrpauum

KaXaoro naketa

WnTerpauma c SIEM HP ArcSight

° Bbirpy3Kka u KoHBepTaLuA XypHanos
B dopmat XML

(wuxpoumsauua CMCTEMHOr0 BpeMeHN
ABTomaTtnyeckas CHXpoHU3aLns
CUCTEMHOr0 BpeMeHu KpUNTOLLU030B
CLIeHTPOM YnpaBneHuns ceTbio

° (MHXpoHu3auma cuctemHoro spemenn LIYC
¢ NTP-cepBepamu
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CETEBbBIE BO3MOXHOCTU

Moanepxka IPv6

Pe3epsuposanne WAN-KaHana
Pe3epBuposanue VPN-kaHana
MoppepxKa NPOTOKONOB AUHAMUYECKOIA
MapLupyTU3aumm

° RIP

° OSPF

° BGP

Moppepxka Multicast-mapwpytusaumuu
MpuopuTusauusa tpaduka (QoS)

° 3awmTa oT neperpysok

° YnpaBneHue ouepeaamu

° lepeHoc noneii ToS

Pe3epBupoBaHue 1 orpaHnyeHne Nonochl
nponyckaHua Tpadpuka

Moaaepxka TexHonorun VLAN (IEEE802.1Q)
Moanepxka Texnonorun NAT

° Source NAT

° Destination NAT

° Bidirectional NAT

Bo3moxHocTb pabotbi KLU 3a NAT
BcrpoeHHblit cepsep IP-agpecos

° DHCP-cepBep

° DHCP-relay

NAT-tpaHcnauua sHytpu VPN. Mo3sonser
co3aaBatb VPN mexay cetamu ¢ nepecekalowummca
AvanasoHamu IP-agpecos

LWNOPOBAHUE

I'Io;mep)KMBaeMble KpUNTOANropuTMbl:
LUnppoBaHue AaHHbIX NPOU3BOAUTCA B
cootBetctBum ¢ FOCT 28147-89 B pexkume
ramMmupoBaHuA ¢ 06paTHOI (BA3bI0

° 3awmTa AaHHbIX OT NCKAKEHNA OCYLLeCTBAAETCA
no [0CT 28147-89 B pexxnume UMUTOBCTABKM

KnioueBas cxema:

° Site-to-site VPN — cammeTpuyHoe pacnpepenexue
Knoyeit

° Remote Access VPN — oTKpbITOe pacnpegeneHue
Knoyeit

YnpaBneHue kpuntorpaduyeckumm Knioyamm

NPOU3BOANTCA LIeHTPaNN30BaHHO

ﬂporoxon TYHHeNMpoBaHuA
LUn¢pposanue n unkancynaumsa IP-tpa¢mka s UDP
(L3 VPN)

° lUnpposanue n unkancynauma Ethernet-kagpos B
UDP (L2 VPN)

OTKA30YCTONYNBOCTb

Wcnonb3oBaHue moaynei TBepAOTeNbHOI

namatu DOM n SSD

Pexum aBTomaTyeckoro nepeknioyeHus

Ha pe3epBHblii KaHan CBA3K

Pexum Knacrepa BbICOKOW AOCTYMHOCTY C
aBTOMaTMYeCKON CMHXPOHU3aLueil KoHGurypaumit
31IeMeHTOB Knacrepa

Pa6ota B HeobcnyxmuBaemom pexume 24x7x365
CpepHee Bpema HapaboTkm Ha oTka3 — 40 000
yacoB



XAPAKTEPUCTUKW ANMNAPATHbBIX NNAT®OPM

MOJEb IPC-100 IPC-400

(Oopm-¢akTop Mini-ITX U 2U

MPOK3BOANTENBHOCTD

MponyckHasa cnocobHOCTL

VPN, M6uT/c )

MponyckHaa cnocobHOCTb
L2VPN (ana kpunto-
KoMMmyTatopa), MéuTt/c

MponyckHas cnocobHoCTb
M3, m6ut/c

MakcumanbHoe Konuyecrso
KOHKYpUpYytoLux 250000 350000
keep-state ceccuii

MponyckHasa cnocobHoCTb
JieTeKTopa aTak
Ha 1 unTepdeiic, m6ut/c

MpousBopauTenbHOCTL
Cepsepa loctyna
(konnuectBo He nopaepKuBaeTca
0J1HOBPEMEHHbIX
noaknoyenuii Kontunent All)

MpouzBogutenbHoctb LIYC
(konnuecreo KLU He NopaepKuBaeTca 1010
nog ynpasnenuem LYC)

KOHOUIYPALUA CETEBbIX MHTEPOEICOB

061L1ee KONMYECTBO CeTeBbIX

. 3x Ethernet 5x Gigabit Ethernet 8x Gigabit Ethernet 6x Gigabit Ethernet
MHTepdelicoB

Nutepgeiicbl RJ-45

(meap UTP) 3x Ethernet 10/100 4x Ethernet 10/100/1000 6x Ethernet 10/100/1000 6x Ethernet 10/100/1000

NHTepdelicbl onTuyeckne 1x 1000BASE-X SFP 2x 1000BASE-X SFP

MopknioyeHne BHeLWHEro

3G USB mopema ha

Mopt RS232 ana
noaknioyenus Dial-UP
Moaema

0TKA30YCTOMYMBOCTb 1 HABEXXHOCTb

Pexxum knactepa
BbICOKOI JOCTYNHOCTY
(ropauee pe3epBupoBaHue)

bnok nutanua BHewHwit apantep 19V 40W 1x270W 1x680W




MOLEJb IPC-1000 IPC-1000F IPC-1000F2 IPC-3000F IPC-3034 IPC-3034F

Oopm-pakTop U
NPOU3BOANTENIbHOCTD
lponyckHaa cnocobHOCTL
VPN, m6ur/c 10950 10950 10950 102500 102500 102500
MponyckHaa cnocobHOCTL
L2VPN (ansa kpunto- 100950 00950 00950 03000
KoMMyTaTopa), MouT/c
MponyckHasa cnocobHoCTb
D, MHTe 1o 1000 101000 10 1000 103500 103500 103500
MakcimanbHoe KonnuyecTeo
KOHKYpUPpYIOLNX 1000000 1000000 1000000 3000000 3000000 3000000
keep-state ceccuit
MponyckHaa cnoco6HOCTL
JleTeKTopa aTak 110 600 110 600 110 600 110 660 110 660 110 660
Ha 1 untepdeiic, MbuT/c
lpon3BoguTenbHoOCTL
CepBepa [loctyna
(konnyectBO o 1000 no 1000 no 1000 03000 03000 03000
0[1HOBPEMEHHbIX
nopkntoueHuit Kontuxent Al)
MpounzBogutenbHoctb LIYC
(konuuecrBo KLU 103000 103000 103000 103000 103000 103000
nop ynpasnenuem LIYC)
KOHOUTYPALINA CETEBBIX UHTEPOEICOB

06Liee KONMYECTBO CETEBbIX 10x Gigabit 10x Gigabit 18x Gigabit 10x Gigabit 34x Gigabit 34x Gigabit
UHTepdeicoB Ethernet Ethernet Ethernet Ethernet Ethernet Ethernet

) 10x 6x 10x 10x 34x 2
I(A;ZEET;I;;H bkt Ethernet Ethernet Ethernet Ethernet 1%225::?:{.[ 103?]2‘:\: eFt-T

A 10/100/1000 10/100/1000 10/100/1000 10/100/1000 10/100/1000 10/100/1000

NHTepdelicbl onTuueckue HeT 4x 1000BASE-X SFP | 8x 1000BASE-X SFP | 4x 10 Gigabit SFP+ Het 32x 1000BASE-X SFP
lMoaknioueHne BHELLHEro
36 USB Mogema Het HeTr Het Het Het HeT
Mopt RS232 ana
nopkntoueHus Dial-UP Het Het Het Het Het HeT

mojema

OTKA30YCTOMYMBOCTb M HABEXXHOCTb

Pexxum knacrepa
BbICOKO JOCTYMHOCTY
(ropauee pe3epBupoBaHue)

lla

bnok nutanua

2 x 680W ¢ ropaveil 3ameHoi




CEPTU®UKATDI

——] OCT3K Poccum. OCb Poccuu.

ANKL «KoHTuHeHT»: M3 2/ COB 3/ HAB2. ANKLW «KoHTuHenT»: CK3W KC3/ M3 4.
Z ; M3 — ana 3awmtbl AC go Knacca 1b BknountenbHo (roctaHa ¢ CK3U «KoHTuHeHT-Al»: CK3W KC 1/ KC 2/ M3 4.

rPMGOM «COBEpPLLEHHO CEKPETHOY) ANKLL «KoHTuHeHT» 3.M: KB 2/M3 4
1 COB pna 3awmtbl AC fo Knacca 1B BKntountenoHo. [ina ana npumenenna B UTC
3awmtbl UCMAH po Y31, TUC po K1 opraHoB rocysapcrBeHHoi Bnactu PO.
nACY TN po K1 BKnountenbHo.
CK3W «KonTuHenT-All»: M3 3/HAB 3 ana 3awuThbl Ce,ﬁTuq)MKaTbl Muno6opoHbi PO
AC po knacca 1B BkntountenbHo, UCMAH po Y31, nHKomcBA3u Poccunm.

TNC po K1 u ACY TN po K1 BKNounTenbHo.

TEXHU4ECKAS NOAJEPXKA

TexHnueckas noaaepxKa npoAyKToB UHeKI «KOHTUHEHT» MOXET 0CYLLEeCTBAATLCA KaK HanpAMYyI, cunamu cneyuanmcros «Kog-
besonacHocTu», TaK 1 Yepe3 aBTOPU30BAHHbIX MAaPTHEPOB.

B cnyuae TexHnueckoii noaaepKKu uepes napTHepa, NnapTHep o6ecneynBaeT nepByto NNHUI0 TEXHUUECKON NOAAEPKKM, A B Clyyae
CI0XKHbIX BONPOCOB 06paLaeTca B 1yx0y TeXHUYeCKoi NoAAEPKKN BEHA0Pa.

CywiecTByeT HeCKONIbKO NAKETOB TEXHNYECKOI NOAAePXKKN:

2R -

ba3oBblii (TaHpapTHbIiA PacwmpenHbIit
MAKET NMOAAEPXKN
GBI BA30BbIA  CTAHAAPTHbIA  PACLUUPEHHbIN
JloctynHoctb yenyru 8x5, e-mail, Tenedon 24x7, e-mail, Tenedon
Mpuoputer Huzkuit CpenHuit Bbicokuii lepBoouepepHoit
Konuuecrso obpaLyeHuii He orpanuyeHo

Koucynbmposauwe Nno yCTaHOBKe 1 NCnonb30BaHNIo NpoaykTa

CneumanbHble yC10BMA Ha NPUOGPETEHME HOBbIX BEPCUi NPOAYKTa

Dloctyn Ha Gopym no npoayKTy u K 6a3e 3HaHWi

[Dloctyn K naketam o6HoBNEHWIA

JInyHbIii KabuHeT Ha Be6-nopTane

lpuem npeanoxeHuii No yayuleHnio npoayKTa

Pernctpauus obpaiLennit Ha Be6-noptane

KOHCVHbTMpOBaHMe no A0NOJIHUTEJIbHOMY (I)yHKI.IMOHaIly npoaykTa

BbigeneHHblii nHxeHep (ana npoBegeHus pabor)

"pI/ICYT(TBI/Ie WHXeHepa Ha nnollajKe 3aKa3unka

0 KOMIMAHWUW «KOJ BE3OMACHOCTW»

KomnaHusa «Kop bezonacHoctu» — nuaupyiowumii poccuitckuii pa3paboTumk cepTuuLnpoBaHHbIX NPOrpaMMHbIX M annapaTHbIX
cpencrs, obecneynsaiowmx 6e30nacHOCTL MHPOPMALMOHHDIX CUCTEM, a TaKKe UX CO0TBETCTBUE TPEOOBAHUAM MeXKAYHAPOAHDIX U
0Tpac1eBbIX (TaHAAPTOB.

+7 (495) 982-30-20 (mHorokaHanbHbilii) info@securitycode.ru www.securitycode.ru



