. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

UHpaycTpuanbHbin Ethernet-kommyTtaTtop L3

cepua QSW-3310

OnucaHue

NuaycTtpmaneHeble kommyTaTopbl QTECH cepun QSW-3310 npegHasHayeHbl Ang opraHmMsaunm
3(PPEKTMBHDBIX, 3aLUMLLEHHBIX WM OTKA30YyCTOMYMBLIX CEeTEeN nepefadnm LaHHbIX Ha 0cobo
OTBETCTBEHHbIX 06bekTax. KOHCTpyKUMS KOMMyTaTtopoB obecneunBaeT 6e30TkasHyto paboTy B
AKCTPeEMarnbHbIX KIMMATUYECKUX YCIoBUSX. YCTPOMCTBA YCTOMYMBBLI K  BO3OENCTBUAM
pasnMyHoOro BuAa: TeMMepaTypHbIM, MeXaHuveckum v ap. [daHHble KOMMyTaTopbl MMEKT B
cBoeMm cocTtaBe 8 rmrabutHbix noptos 10/100/1000 BASE-T, 4 ontnyeckmx nopta 1000 BASE-X
anst yctaHoBkm SFP-moaynen, a Takke 2 napbl « CyXmx» KOHTaKTOB.

Bo3mMoxHocTun

MpocToTa 1 rMGKOCTbL B 3KCNNyaTauum, ynpaBrneHUuu u o6cnyxmBaHmum

e [lonHas noggepxka OAM Ethernet (ctangapt IEEE802.3ah/802.1ag*), VCT, DDM
(Digital Diagnostic Monitoring) n apyrux dpyHkumi onsi 6eicTporo obHapyxeHusi c6oeB B
CeTU N YMEHbLUEHUS CIIOXKHOCTEW B MNpoOLEecce 3IKchnnyatauum w obcnyxunBaHus
KOMMYTaToOpOB.

*®yHKLMOHAN HaxoguTcsa Ha cTaaun paspaboTku

YcuneHHas 6e3onacHoOCTb

KommyTtatopbl cepun QSW-3310 nopgepxmBaloT OOWMPHBLIN HABOp WHCTPYMEHTOB AN
obecneyveHns 6e30nacHOCTN ceTu:

e BPDU Guard n Root Guard gns npegoTBpalleHusi co3gaHnsa netenb B TONOSOMMN n
HeCaHKUMOHMPOBAHHOMO 4OCTYyNa B CEThb;

e nopaepxka crtaHgapta I|IEEE 802.1X pgna ayteHTUuKaumm U aBTopu3auuu
none3oBartenen npu nomowmn RADIUS-cepeepa;

e rnogaepxka TexHonormn MAB ana ayteHTudwumkauum M aBTopu3aumyM YCTPOWCTB MO
MAC-agpecy;
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nogaepxka B3ammopenctems ¢ nnargopmon Cisco ISE, B Tom umcne npodumnupoBaHme
noaKroYaeMbIX YCTPOMCTB € UCNoSib3oBaHneM npotokonos LLDP, DHCP;

ynpasneHne AOOCTYNOM MOLKIOYEHHbIX YCTPOWUCTB 3a CYeT MNPUMEHEHUS K HUM
pasnu4HbIX NOANTUK, Taknx kak anHammveckne VLAN n guHammndeckune ACL;

nogaepxka cyHkumoHana RADIUS Change of Authorization;

nogaepxKka ACL, NMCNOoNb3yrLWNXCA ONnA orpaHnydyeHna OocCTyna K pecypCaM CceTu
nocpeacTtBOM OTKITOHEHUA U (*)VIJ'IpraLI,I/II/I NakeToB B COOTBETCTBMM C 3adaHHbIMU
NOJNIMTUKaMW;

ucrnone3oaHne DHCP Snooping ana npepotepaweHuss DHCP-atak u npumeHeHns
nogaensHbix DHCP-cepBepoB npu noMoLum yctaHoBkM trust- 1 untrust-nopTos;

nogaepxka gyHkumin 6esonacHocTn ypoBHs L2, Takmx kak Dynamic ARP inspection,
Port-security n gpyrux ARP- 1 MAC-(yHKunin 6esonacHoCTv Ans 3awunTbl CeTH.

Bbicokas HaaéXHoCTb

Mognepxka npotokonos STP, RSTP, MSTP, Root Guard, BPDU Filtering n 1.4.

OcobeHHocTn VLAN

KommyTtaTtopbl cepumn QSW-3310 nogaepxusatot ctaHgapt 802.1Q m cosganune VLAN
Ha ocHoBe nopToB, VLAN Ha ocHoBe MAC-agpeca, Voice VLAN, Protocol VLAN u
anHammnyeckoe HasHadeHne VLAN.

LLnpokas nogaepxkka texHonorun QinQ, sBkntovast Basic QinQ un Selective QinQ, 4to
AaéT MakcMMarnbHy rMBKOCTb B HAacTporkax nonutuk QinQ.

Mognepxka dyHkumm VLAN Translation, nossonstowasa nepegaBatb HECKOMbKO TIroB
VLAN BO doperimax OT nopTa goctyna B YykasaHHbiM Tar VLAN, 41O nossonser
OCYLLECTBIATb HAOEXHYH TEXHUYECKYIO NOAAEPKKY CXOANMMOCTU NONNTUK QOS.

Bo3moxHoctn Multicast

Mognepxka npoTtokona MVR (Multicast VLAN Register), nossonstowero Bel6OpoYHO
nepegaeaTtb multicast-tpacdmk mexagy pasnuuHbiMm VLAN B Uensax  ynydleHus
NPOMNYCKHOM CMNOCOBHOCTM ceTh 1 6e3onacHOCTH.

Mognepxka IGMP Snooping no3sonseT npegoTepatutb donyg B multicast-tpaduke.

Mognepxka IGMP Filtering no3sonseT cosgaTb npasBuna, OrpaHWYMBarolLmMe OOCTYynN
nonb3oBaTesnen K onpeaeneHHsiM multicast-rpynnam.

TexHU4YecKue xapakTepucTuKu

Moaenu QSW-3310-12T-I-POE-DC
UHTepdencbl

10/100/1000 8

BASE-T

10/100/1000 8

BASE-T

(PoE/PoE+)

1000 4

BASE-X SFP
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Mopenu

QSW-3310-12T-I-POE-DC

CurHanbHbIN
UHTepdenc

2 napbl «KCYXUX» KOHTAKTOB

KonunyectBo
BXOAO0B NUTaHUSA

MopTbl 1 KOHCOSbHbIV NOPT
ynpaeneHus

MponsBoanTENbLHOCTL
KommyTaumoHHasa | 24 [6ut/c
€MKOCTb
CkopocTb 18 Mnak/c
nepegayu
Tabnnua MAC 16K
VLAN-Tabnuua 4K
Jumbo frame 9K
Taobnuua ACL 1K
Tabnvnua ARP 512/256 (IPv4/IPv6)
Tabnuua 64
MapLupyTM3aLmm
Kon-so ouyepegen | 8
Ha nopT
Flash-namsaTb 64 Mb
OnepaTtnBHas 512 Mb
namsaTb

Pusnyeckue napameTpbl

Paswmepsbl (LUxIMxB)

100%x125%x185 mm

Macca

1,928 kr

ArnekTponuTaHue

48 B DC
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Mopenu

QSW-3310-12T-I-POE-DC

obonouku (IP)

MoTpebnsiemas <220 Bt

MOLLIHOCTb

OxnaxneHune naccuBHoe

MTBF > 300 000 4acos

Temnepatypa Pabouvasa Temnepatypa: ot —40 °C go +75 °C
Temnepatypa xpaHeHus: ot —40 °C go +85 °C

CreneHb 3awutbl | IP30

OTHOcUTEeNbHasA 5% — 95 %, 6e3 koHOeHcaTa
BITa)XHOCTb
PoE IEEE 802.3af PoE (15,4 BT) IEEE 802.3at PoE+ (30 BT)

BrogxeT mowHocTn 180 BT

Bupg pasmelwerns | Ha DIN-penky
PYHKLUUOHANBLHOCTb

MeTop, Store-and-Forward

KOMMyTaLmn

VLAN Port-based VLAN, IEEE802.1Q, private VLAN, Protocol VLAN, Voice
VLAN, MAC VLAN, paguHamudeckoe HasHadeHune VLAN, VLAN
Translation

DHCP IPv4/IPv6 DHCP Client, IPv4 DHCP Server, IPv4/IPvé DHCP Snooping,
DHCP Relay Option 82

QinQ Basic QinQ, Selective QinQ

3epkanupoBaHue Port Mirror, RSPAN

nopToB

MapwpyTtusaums Cratuyeckas (IPv4/IPv6), RIPv1, RIPv2, OSPFv2

Multicast IGMP v1/v2/v3 snooping, IGMP filter, IGMP Fast-leave, MVR

ACL IPv4 standard ACL, IPv4 extended ACL, IPv4 multicast ACL IPv6

extended ACL,
MAC-IP extended ACL Time based ACL Dynamic ACL
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Mopenu

QSW-3310-12T-I-POE-DC

QoS 8 ouepepnen Ha nopT
MapkupoBka Tpaduka 802.1p/DSCP/TOS
Anroputmbl o6paboTkn ovepenen: SP, RR, WRR Metog congestion
avoidance: Tail drop
OrpaHnyeHune Tpaduka Ha nopTax
PyHKUMN Storm Control Ha ocHoBe nakeToB 1 6anTos
6e3onacHocTn BPDU Guard, BPDU Filter, Root Guard, Loop Guard, TC-protection,

Loopback-detection Dynamic ARP Inspection,

IP Source Guard

IEEE 802.1x, Authentication, Authorization, Accounting, TACACS+,
RADIUS VCM (onoBseLleHne 0 kpaxe kabens, paboTaeT TONMbKO Ha
MeaHbIX nopTax), nogaepxka s3anvogencraems ¢ Cisco ISE

YnpaeneHnuve un

TFTP/FTP, SNMPv1/v2c/v3, SNMP Trap, DyingGasp CLI

obcnyxusaHue (Console/Telnet/SSH), Web/SSL,
Public & Private MIB interface, RMON (1,2,3,9), Ping,
Trace Route, Syslog, SNTP, Multiple Configuration Files, DDM, ULDP,
LLDP/LLDP MED
HapexHocTb
MpoTokonbl 802.1D STP, 802.1W RSTP, 802.1S MSTP, LACP, MRPP, (R)PVST+
pe3epBnpoBaHMs compatible

MSTP Instances

64

ArpernpoBaHue
KaHanos

48 rpynn/8 nopTtoB

OononHutenbHO

Green Ethernet

IEEE 802.3az (Energy Efficient Ethernet)
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Cxema npumMeHeHus

Arperauus
Qsw-3310-28F 110G qsw-3310-28F

QSW-3310-12T

QSW-3310-12T QSW-3310-12T

MRPP RING

QSW-3310-12T

o (&

CCTV  Wi-Fi

= —
822 Y

CCTV CCTV
TenedoH TenedoH

UHdopmauusa ansa 3akasa

Mogenb OnucaHue

QSW-3310-12T-I-POE-DC Ynpasnsembln MHAYCTpUanbHbIA KOMMYyTaTtop ypoBHs L3 ¢
nogaepxkon PoE 802.3af/at, 8 noptos 10/100/1000 BASE-T,
4 nopta 1000 BASE-X SFP, 4K VLAN, 16K MAC-agpecos,
KOHCOJbHbIN NOPT (Ha NnepegHen naHenu), BCTPOEHHbIN GOk
nutaHus 48 BDC, pasmepbl kommyTatopa LUx[xB
(100%x125x185 mm)

O6wasn nudgopmauunsn

MapaHTNA n cepBuc

Mpouenypa n HeobxoanMbIE OENCTBMS MO BOMPOCaM rapaHTum onucaHbl Ha cante QTECH B
pasgene «lMognepxka» —> «[ apaHTUNHOE OBCNYKUBAHUE Y.

O3HakoMnUTbCA C MHpopMaLMeENn No BoNpocam TECTUPOBaHMS 000OpyAoBaHMUS MOXHO Ha canTe
QTECH B pasgene «[Nogaepxka» —> «B3saTb 000pyaoBaHNE HA TECT».

Bbl MOXeTe HanucaTb HanpsiMyro B Cry»k0y cepBuca Mo 3NeKTPOHHOM noyte sc@gtech.ru.

TexHn4Yeckas nopaepxka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOcax, Kacawwmxcs Hawero obopygoBaHusi, TO
MOXEeTe BOCMOSb30BaTbCs HalLe aBTOMAaTU3UPOBAHHOW CUCTEMOW 3anpoCOB TEXHUYECKOro
cepBuc-LeHTpa helpdesk.gtech.ru.
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https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru
https://helpdesk.qtech.ru/

TenedoH TexHnyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbin oduc +7 (495) 477-81-18

SneKTpOHHaiI BepCcuAa AOKyMeEeHTa
Oata nybnukaumn: 01.07.2024

https://files.qtech.ru/upload/switchers/QSW-3310/QSW-3310_ind_datasheet.pdf
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