. QTECH TexHu4yeckoe onucaHue

MWP OOCTYNHEE

10G Ethernet-kommyTtaTop L3
QSW-6910-26F

OnucaHue

KommyTtatopsl cepun QSW-6910 — ato 10G Ethernet-kommyTaTopbl CrieyoLero NokoneHus,
obecneumBaloLne BbLICOKONPOU3BOAUTESNIBHOE W KOMMMEKCHOE KaveCTBO OBCMy>XMBaHUA
CKBO3HOWN CeTW, a Tawkke rmbknme 1 MHOroyHKUMOHamNbHbIE HAcTpoKrku 6e3onacHoCTM Ans
KpynHoOMacLuTabHOro arpermpoBaHus ceten, a Takke Ansg HebonblUMX U CpeaHNX CeTeBbIX Y3I10B,
yO0BMNeTBOPAOLLNX TpeboBaHUAM BbICOKOCKOPOCTHbIX, BbICOKO3aLUMLLIEHHbIX n
MHTENMEeKTyarnbHbIX KOPNopaTUBHLIX ceTel. brarogaps ycoBepLleHCTBOBAHHOW anmnapaTHOmn
apxuTekType W  NpOABWHYTOW  MOAYMBbHOM  OMepauuoHHOM  cUcTemMe, KOMMYTaTopbl
obecneumBaloT bonee BbICOKYH MPOM3BOAMTENBHOCTL annapaTHon 06paboTKu.

KommyTtaTtopsl cepumn QSW-6910 obecneudmBaloT MakcmarnbHbI 40CTYN K 20 ONTOBOIOKOHHBIM
kaHanam 1/10 [GuT/c M noagepXxMBalT BbICOKONPOU3BOAUTENbHbLIA BOCXOAALWMI KaHan
10/25/40 'GuT/Cc, NOMHOCTBHIO COOTBETCTBYHOLMI TpeboBaHMsIM Monb3oBaTeNen K JOCTyny C
BbICOKOM MMOTHOCTBLIO 1 BbICOKOMPOM3BOAUTENBHOMY arpernpoBaHuio.

OCHOBHbIe XapaKTepMUCTUKUN NPOoAYKTa:
e 20 noptoB goctyna BASE-X 1/10 '6uTt/c, 4 nopta 10/25 out/c n 2 nopta 40 6ut/c
(uplink);
e BCTPOEHHas paclUMpeHHas NogAep’Kka MapLupyTM3aumm ypoBHs 3;

e MoOAAepXKa pe3epBUPOBAHUS NMUTAHUS U BEHTUNATOPOB (C BO3MOXHOCTbIO ropsiyen
3aMeHbl);

e 0bopygoBaHue Bbicokon HagexHocTh (30 neT cpegHero BpeMeHn HapaboTku Ha OTKas).

Bo3mMoxHocTuH

MHoroypoBHeBasi KOMMyTaLUsA C NapannesibHbIM Ucnonb3oBaHuem IPv4 un
IPv6

KommyTtatopbl cepyn QSW-6910 obecneumBaioT annapaTtHyl0 MOAAEPXKKY MHOroypOBHEBOW
KOMMyTauuMu C napannenbHbiM ucnonb3oBaHveMm IPv4/IPv6 Ha nUHENHbIX CKOPOCTSX,
noaaepXXnBaroT pasnuyeHne n obpabotky naketor IPv4 n IPv6 annapaTHbiMK cpeacTBamu, a
Takke nNpPenocTaBnsalT TMOKMe peleHus and ceteBor cBA3n |IPv6 B COOTBETCTBUM C
TpeboBaHuaMK ceTn IPV6 Ona nnaHMpoBaHUSA CeTUM UNu NoadepkaHus TEeKyLero COCTOSHMSA
ceTu.
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KoMmmyTaTopbl JaHHOW cepuu MOLAEPXKUBAKOT LUMPOKUA CMEKTP MPOTOKOSIOB MapLupyTusaumun
IPv4, Bkntovaga ctatudeckyto Mapuwpytmsauuo, RIP, OSPFv2, [S-ISv4, BGP4 u T1.4., 41O
Nno3BonisieT Nonb3oBaTenam BblOMpaTb NOAXOASAWME NPOTOKOMbI ANS MOCTPOEHUA ceTn B
pasnuyHbIX cpedax. KommyTaTopbl JaHHOW Cepun Takke MNOOLAEPXKMBAKOT LUMPOKUA CrMCOK
NPOTOKONOB MapLupyTusauun IPv6, Takmx kak ctatudeckaa maplpytunsauus, RIPng, OSPFv3,
IS-ISv6, BGP4+ 1 T.4., N03BONSS NONb3oBaTENSAM BblOMpaTb COOTBETCTBYHOLLME NPOTOKONbI A5
o6HOBNEeHMs cylecTBytoLlen cetn ao IPv6 nnmn cospganms Hoson cetu IPV6.

Bnok BupTtyanbHoro kommytatopa (VSU)

TexHonoruna Virtual Switch Unit (VSU) obecneunBaet ob6begmHeHNe HECKOMbKUX OU3NYECKNX
YCTPOWCTB MOCPEACTBOM arperMpoBaHusi KaHamnoB CBA3M NMyTeM WMX BUpPTyanu3auum B OOHO
rfiormyeckoe ycTpomcTao. Jlormyeckoe yCTponCTBO ncnonb3yeT oauH IP-agpec, npouecc Telnet,
nHTepdenc komaHgHon ctpoku (CLI), a Takke obecneunBaeT aBTOMAaTMYECKUA KOHTPOSb
Bepcun O n HacTporky anga ynpasneHnd. C TOUKM 3peHus nonb3oBaTens, Bbl ynpaBndeTe
TONbKO OOHUM YCTPOWCTBOM, HO NpU 3TOM peanuayeTte ahdekTUBHOCTb paboTbl U KONMYECTBO
NHTEPdENCOB, KOTOPbLIE MPUCYLLM HECKONbKUM YCTPOMCTBaM, paboTarolum OLHOBPEMEHHO.
ArpermpoBaHue KaHanoB CBA3N MOXET BbITb ocyliecTBneHo 10-rmrabuTHeIMmM nopTamu.

e [lpocToTa ynpaBneHuUA: agMVHUCTPATOPbl MOTYT LIEHTPanM30BaHHO YNpaBnsaTb BCEMU
yCTPOMCTBaMM OAHOBPEMEHHO. bornblle He HyXHO HacTpamBaTb W YyNpaBnATb
KOMMyTatopamu no ogHoMmy.

e YnpouweHHasa Tononorusa: VSU paccmaTpmBaeTcs Kak oauH KommyTaTop B ceTu. [Mpu
NOAKMIOYEHNN arpermpoBaHHbIX KaHaroB W nNepudepuiiHbIX CeTeBbIX YCTPOWCTB
npotokon MSTP He TpebyeTcs, Tak Kak HET NeTNeBON CceTn 2-ro ypoBHS. Bce npoTokonbl
paboTaloT Kak OgMH KOMMYTaTop.

o [lepeknioyeHue Ha pe3epB B Te4eHUEe HECKOJNbKUX MUIIIMCEKyHA: ycTponcteo VSU
n nepudepuiiHble yCTPOMCTBA MNOAKMNOYaTCa Yeped kaHan arperauun. [Npu cboe
noboro usmyeckoro yCTpOMCTBA WM KaHama JflornM4yeckoro YCTpoucTBa [Ans
nepekntoyeHnsa Ha apyron kaHan Tpebyetca sBcero 50 — 200 mc.

e WUckniouutenbHas MacliTabupyemMocTb: CeTb MOAAEPXKMBAET TFOPSAYYH 3aMeEHY.
Jllobble ycTpoKrcTBa, KOTOPble OTKMOYaT OT BUPTYanu3nMpoBaHHOW CeTU WK
NPUCOEONHSIOT K HEW, HE OKa3blBalOT HUKAKOro BMSIHUA Ha COCeaHNe YCTPOUCTBA.

KomMnnekcHble NnonnTnKn 6e3onacHocTun

KommyTtatopbl cepumn QSW-6910 adhdheKkTMBHO NpenoTBpalLalT pacnpocTpaHeHue BUPYCOB,
XaKepckue aTtakMm W KOHTPONupyeT WX C MNOMOLLBIO PasfMyHbIX MEXaHW3MOB, TaKuX Kak
anti-DoS-aTakun, ckaHnpoBaHue IP-agpecoB xakepamu, NpoBepka HeneranbHbix naketoB ARP n
MHOXECTBO annapaTHbix nonutmnk ACL.

e AnnapatHbiM cnucok ynpaBneHna poctynom IPv6: ynpaenamte [octynom
nonb3oBatenen IPv6 K norpaHuYHbIM YCTPOMCTBAM Adaxe B TOM Criyvyae, ecnu
none3oBatenn IPv6 npuHagnexat cetn IPv4. 310 pgaeT  BO3MOXHOCTb
cocywectBoBaHunsa IPv4 n IPv6 nonb3oBaTenen B CeTUM WU KOHTpPONMpoBaTb Mpasa
JocTyna nosib3oBaTenen IPv6, Takme kak orpaHnudeHne goctyna K KoHguaeHumnansHbIM
pecypcam B CETMW.

e AnnapatHbiM MexaHu3m 3awmTtbl CPU: nonutuka 3awmtel CPU pasnuMyaeT NOTOKK
OaHHbIX, Hanpaensemble Ha CPU, koTopble oGpabaTbiBaloTCs B COOTBETCTBUM C UX
npuopuTeTamu, 1 Npu HeEOBGXOANMOCTN NPUMEHSET OrpaHNYEHUS NONOChI NPOMYCKaHUS.
Takum obpasom, nonb3oBaTenyM MOryT NPeaoTBpaTUTb HE3aKOHHOE WCMNOoNb30BaHWe
CPU dnyoom Tpadmka, 3awmiias ero OT BPeAOHOCHbIX aTak, YTobbl rapaHTMpoBaTb
©es3onacHoctb CPU 1 kommyTaTopa.

¢ [lpuBsaska IP/MAC: paspewmTe rmbkyto NpuBs3Ky nopta unu kommyrtatopa K IP-agpecy
n MAC-agpecy nonb3oBaTesnisi, CTPOro orpaHu4vMBasa AOCTYN NONb3oBaTenen K nopry
Unn BCEMY KOMMYTaTOpPY.

e OTtcnexuBaHue DHCP: paspewunte otBeTol DHCP TONbKO OT OOBEPEHHbIX MOPTOB,
4TOObI npenoTBpaTUTL NOAMEHY IP-appecos HeCaHKLMOHNPOBaHHLIMM
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DHCP-cepBepamn. Ha ocHoBe otcrnexmBaHuss DHCP kommyTaTopbl AUHAMUYECKU
otcnexuBaloT ARP-nakeTbl, npoepstoT [IP-agpeca nonb3oBatene n OTKMNOHAT
He3aKOHHble MaKeTbl, HECOBMECTMMbIE C 3anncsMy MNPUBA3KK, YTOObI 3DEKTUBHO
npegotepaTtuTb nogaenky ARP-agpecos v IP-agpecoB NCTOYHMKA.

o KoHTtponb goctyna no IP-agpecam ana npotokona Telnet: npegoTepallaeT aTtaku
31I0YMbILLNIEHHNKOB M XaKepOB Ha YCTPOMCTBA U UX KOHTPOSb, TeEM CaMblM 0b6ecneunsas
6e30nacHOCTb ynpaBreHnsi CeTblo YCTPOUCTBA.

e SSH u SNMPv3: npumeHsetr Secure Shell (SSH) n SNMPv3 gna wudpoBaHus
WHpopmaumm ynpaeneHus Bo Bpemsa Telnet- 1 SNMP-ceaHcoB, o6GecneuyvBas
6e3onacHOCTb MHOpMaLUMK yNpaBnsaeMoro YCTpoUCTBa 1 NpeaoTBpaLlasi OT XakepCKmx
HanageHUn UNn KOHTPONS YyCTPOWUCTB.

e KoHTponb gocTtyna: npegoTBpallaeT HeCaHKUMOHNUPOBAaHHbIM AOCTYN Nosnib3oBaTenemn
K CeTM C MOMOLLbID HECKONbKUX (PYHKLMI, BKMOYAS MHOrO3/IEMEHTHYIO MNPUBA3KY,
©6e3onacHocTb noptoB, ACL-cnnMckn Ha ocHOBE BPEMEHM N OrpaHUYeHne CKOPOCTU Ha
ocHoBe noToka. KommyTtatopbl cepun QSW-6910 3HauMTENbHO YCUMBAOT KOHTPOSb
AoCcTyna nocetuTene nU orpaHM4YMBalOT OOCTYN HEaBTOPM3OBaHHbIX MONb30oBaTeneun
AN yooBNEeTBOPEHMst NOTPeOHOCTEN KOpNopaTMBHBLIX M KAMMYCHbLIX CETEN.

o NFPP: NFPP (Network Foundation Protection Policy) noBbiwaeT ©6e30nacHOCTb
KOMMyTaTopoB. [laHHbI MPOTOKON 3aluMLiaeT Mpoueccop KoMMyTaTtopa M norocy
NponycKaHusa KaHana, WU3onupys MCTOYHMKM aTaku. Takum obpasom, rapaHTupyeTcs
HOopManbHas nepechiyika NakeToB U COCTOSIHME MPOTOKONa.

KoHCTpyKLMSA ¢ BbICOKOM HAaAEXHOCTbIO

KommyTtatopsl cepumn QSW-6910 ncnonb3yroT MHOrOypOBHEBbI MEXaHU3M 3aLUMThbl annapaTHoOn
n3onsiumm cboeB, rapaHTUPYOLWNN cpeaHee BpeMs HapaboTku Ha oTkas B 30 neT. KommyTtaTopsl
cepumn QSW-6910 ocHalleHbl BCTPOEHHLIMU MOAYIAMM MUTAHUS U MOAYNSMU BEHTUNATOPOB C
pe3epBupoBaHueM. I mMoaynu nuTaHus, 1 MOOYNM BEHTUNATOPOB MOrYT OblTb 3aMeHEeHbIl, He
3aTparunas HopmarsbHyo paboTy ycTponctea. Kpome Toro, KOMMyTaTopbl TaKKe NogaepXxmsatoT
obHapyXeHne HeucnpaBHOCTEW, CUrHanM3auuio MoAaynen nUTaHua U BEHTUNATOPOB C
aBTOMATMYECKOW PEerynMpoBKOA CKOPOCTW, B COOTBETCTBUM C MU3MEHEHUsIMU TemnepaTypbl
YCTPOWCTBA, ANA aBTOMaTMYeCKOM adanTauum K YCroBUAM OKpyXatroLwen cpefbl. YCTponcTBa
UMEIT (PPOHTanbHbIE W TbINIOBblE OTBEPCTUS BEHTUNAUMM ONSA YhyydlweHWs TennooTsoAda U
obecrneymBaloT HECKONbKO YPOBHEWN HaOEXHOCTU Ha ypoBHe o6opyaoBaHUS M KaHana CBA3M.
Takke wucnonb3yeTca 3awmuTa OT Neperpyskn Mo TOKY, 3awuTa OT MepeHanpskeHus u
TEeXHONOorns 3awunTbl OT Neperpesa.

AnnapaTHas apxuTeKTypa ¢ ABYMsl YMNamu

HewncnpaBHOCTK, CBA3aHHbIE C YMMaMu, COCTaBAST NpuMmepHo 5 [1% oT obuliero konuyecTtea
HeucrnpaBHOCTEN B TedyeHne roga. B kommyTtatopax cepum QSW-6910 pgns xpaHeHus
3arpy3o4HOro nporpamMHOro obecneyeHust UCNonb3ylTCs ABa naw-yuna, 4To MO3BOMSET
peanu3oBaTb PE3epBMPOBaHNE HA annapaTHOM YPOBHE 1 NpeaoTBpaTtuTb cbom npu 3anycke.

TexHonornsa nsonsAuMn HeucrnpaBHOCTEN

KopoTkoe 3aMblkaHue B ONTUYECKOM MOAYNE MOXET NPUBECTU K HEMCNPABHOCTU OMTUYECKOIO
nopta unu gaxe K NOsIOMKE UIN NMeperopaHuio KoMmyTatopa. ApXUTEKTYypa KOMMYTaTOpOB
cepun QSW-6910 anga 3awWwmTHbLIX Lenen ONTUYECKUX MOPTOB MOXET ObICTpO obHapyxmBaTb
KOpPOTKOE 3aMblKaHNE B ONTUYECKOM MOAYSIE, @ HEUCNPaBHbIA MOAYIb 3aTeM byaeT N30nMpoBaH,
4TOObI M36EeXaTb BO3AENCTBUA Ha APYrve NOPTbl UM BCE YCTPOMCTBO.

Kpome HapgexHon annapaTtHOWM nnaTtdopMbl, OCHALLEHHOW MNPOABUMHYTOM  MOAYSbHOM
OornepaunoHHOM CUCTEMOW, BCe KopropaTtuBHble kKomMyTaTopbl QTECH wumeroT MHOXecTBO
ceTeBbIX (PYHKUUI BbICOKOW AOCTYNHOCTU ANSA Pa3nuyHbIX cueHapmes paboTbl 1 NPUMEHEHWS.
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CneKkTp PyHKLMIA BbICOKOW AOCTYNMHOCTU

o [lpoToKonbl cBA3yKLWEro AepeBa: KOMMYTaTtopbl AaHHOW Cepun NOOOEPXUBaKOT
npoTtokonbl ceasytowero gepesa 802.1D, 802.1w n 802.1s ana obecneyeHns GoiCTpon
KOHBEPreHuMM, YIyyleHns BO3MOXHOCTEM OTKAa30yCTOMYMBOCTK, obecnedeHus
ctabunbHoM paboTbl ceTn, ©OanaHCMPOBKM HArpy3kM KaHanoB W pa3yMHOro
NCMONb30BaHUA  CeTeBbIX KaHamoB, a TakKe MOBblleHUs  KoadhduumeHTa
NCMONb30BaHUSA pe3epBHbIX KaHaroB.

e [lpoTtokon pe3epBupoBaHMA BUpTyanbHbIX MapwpyTusatopoB (VRRP):
KOMMyTaTOpbl AaHHOW Cepumn NogAEPXKMBAOT NPOTOKON pe3epBUPOBaHUS BUPTYarlbHbIX
mappyTmnsatopoB (VRRP), koTopbii aodekTmBHO obecneunBaeT cTabunbHOCTb CETU.

e [lpotokon GbicTporo obHapyxeHus kaHana (RLDP): kommyTaTtopbl aHHOW cepun
nogaepXunBatoT NPoTokos BuicTporo obHapyxeHusa kaHana (RLDP), koTopbin no3sonseT
ObICTPO OOHapyxmBaTb COEAVHEHUS, a TaKkKe OCYLIeCTBnseT OAHOHanpaBneHHoe
obHapyxeHne BONOKOHHO-OMNTUYECKUX NTIMHUIA, NoaaepxmnBaeT obHapyxeHve neTens Ha
OCHOBe MOpPTOB ANdA npefoTepalleHns cboeB B CeTU, BbI3BaHHLIX METMSIMU, KOTOpble
BO3HUKAKOT U3-32 HEMPaBUIbHOTO NOAKMIOYEHNS TaKUX YCTPOMCTB, KakK KOHLLEHTpaTopbl
K nopTtam.

e [lpoTokon ObicTpoM 3awuTbl BocxopAwero kaHana Ethernet (REUP): ecnu
npoTtokon STP oTkntouveH, npoTokon ObICTPOM 3awmThl Bocxoaslwero kaHana Ethernet
(REUP) moxeT obecneunte 6a3oBoe pe3epBMpOBaHME KaHaroB CBSA3W NMOCPELCTBOM
ObICTpOM 3alnTbl BOCXOOSALWLEro KaHamna cBs3n u obecrneunTb BOCCTAHOBMEHME B
TeYeHVe HeCKONbKNX MUnnucekyHa (boictpee, yem STP).

o OOHapyxeHne pByHanpasrneHHou nepegauu (BFD): npepoctaBnser meton Ans
NPOTOKOJSIOB BEPXHENO YPOBHSA, TakMX Kak MPOTOKOMbl MapLupyTusauumn, ang 6uicTporo
onpegeneHns BO3MOXHOCTU MOOKIMIOYEHUS MapLUPYTOB MEPEechbIkN Mexay ABYMSA
yCTpOMCTBaMM MapLUpyTU3auum, 4YTO 3HaAYMTENbHO COKpallaeT BpemMs KOHBepreHumum
NPOTOKOSIOB BEPXHENO YPOBHSA B Cryvae U3MeHEeHUs1 COCTOSIHUS KaHana.

e WUcknouutenbHass npou3BoAUTENIbHOCTL ANA NoAAEepPXKKUM Ou3Heca: noagdepxkka
MHOroagpecHon paccbifikn IPv4 n IPv6 ¢ 6omnblyMM  KONMMYECTBOM MPOTOKOSMOB
MHOroagpecHon pacchbisiku, Hanpumep, IGMP Snooping, IGMP, MLD, PIM, PIM gns IPv6,
MSDP u 1. o. KommyTaTopbl npegnaraioT MHOroagpecHyto cnyx0y anga ceten IPv4, IPv6
N COBMECTHO cyulecTBytowen cetn IPv4/IPv6. Takke nogoepXmneaeTcd npoBepka nopra
IGMP-nctoyHmka u IP-agpeca wucCTodHMKa Ans 9PMEKTUBHOIO  yCTpaHeHUs
HeCaHKLUMOHNUPOBaHHOW MHOroaZApeCcHON pacchifiki MU NOBbILWEHUSA 6e30nacHOCTN CeTw.

OHeprocbepexeHne

B kommyTaTopax cepum QSW-6910 ncnonb3yeTca annapaTHas apxXmTekTypa HOBOIO NOKOMEHUS,
YyCOBEPLUEHCTBOBAaHHaA aHeprocbeperawwiass cxema WM KOMMOHEHTbl AN 39KOHOMUM
SMNEKTPO3HEPINM AN NONb3oBaTeENEN U CHWKEHMs wyma. KoMmyTaTopbl OaHHOW cepumn
OCHaLLEHbl BEHTUIATOPaMM C PErynMpyemMoi YacToTON BpalleHus, brarogaps Yemy yCcTporcTea
MOTYT WHTENMEKTyanbHO PerynmpoBaTb CKOPOCTb BPAaLLEHUS BEHTUNSITOpPA B COOTBETCTBUM C
Tekywlen TemnepaTypor, obecneumBasi CTabunbHyH0 paboTy YCTPOWCTBA, CHMXas
3HepronoTpebneHne n ypoBeHb LLyMa.

N36bITOYHbIe nonuTukn QoS

KommyTtatopbl cepun QSW-6910 npeanaratoT MHOrOypOBHEBYIO Kraccudumkaumo Tpaduka m
ynpaenenne notokom ans MAC-tpadwmka, IP-Tpaduka, Tpaduka NpUoXKeHU 1 T.4., peanuayoT
pasnuyHble MNONUTUKM Tpaduka, TaKkMe Kak YCOBEPLUEHCTBOBAHHbLIA KOHTPOSb MOJSIOCHI
NponycKkaHma 1 NpuopuTeT nepecbiiki. KommyTaTopbl JaHHOW cepun Takke NOAAEPXMBatOT
HacTpavBaemble PyHKLUMN QOS A58 pasnMyHbIX NPUAOXEHUNA.

Cuctema QoS Ha ocHoBe DiffServ nogoepxuvBaeT nonHbin Habop nonuTtnk QoS, BkIoYas
802.1P, IP TOS, dwnbTpaumo Ha ypoBHAx 2—-7, SP, WRR u T1.4., n peanusyeT noruky
MynbTUcepBucHoro QoS ansa Bcen ceTeBon CUCTEMBI.
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MpocToTa 06CnyXMBaHUA cetm

KommyTtatopbl cepun QSW-6910 nogaep>kmBaloT MHOXECTBO (PyHKUMA, Takux Kak SNMP,
RMON, Syslog, xypHanbl 1 pe3epBHOe KONMpoBaHWe KoHdurypaumm ¢ ncnonb3osaHnem USB
ANA CTaHOAPTHOM AMAarHOCTMKM M 06CnyXnBaHusa cetn. AQMUHUCTPATOPbl MOryT UCNONb30BaTb
LUMPOKNIA CNEKTP MEeTOOO0B YynpaBneHuss un ob6CnyxumBaHust ANA yNpoOLEeHWsa ynpaBrieHus
yCTponcTBaMu, BKNovasa nHtepdenc komaHgHon ctpoku (CLI), Beb-ynpasneHue, Telnet n 1.4.

TexHun4yeckue XapakKTepucTukun

Mopgenb

QSW-6910-26F

q)MKCMpOBaHHbIe nopThbl

20 noptoB 1/10 6ut/c BASE-X SFP+,
4 nopta 10/25 I"out/c BASE-X SFP28,
2 nopTta 40 6ut/c BASE-X QSFP+

MopTbl ynpaBneHus 1 nopt MGMT
1 KOHCONbHBbIN NOPT
1 nopt USB
MopaynbHble CroTbl NUTaHnsa | 2
CnoTbl BEHTUNSATOPOB 2
KoMmyTaumMoHHast EMKOCTb 760 ouT/c
CKopOCTb NepechISkn 565,4 Mnak/c
nakeToB
Bydep noptos 4 Mb
RAM 1Tb
Flash-namsaTb 1B
Taobnuua ARP o 16K
Tabnuua MAC Jo 32K
Pasmep Tabnuupl o 16K
Mappytmsaumm (IPv4/IPv6)
Tabnuua Multicast Jo 4K
(IPv4/IPv6)
3anuncu ACL 2500* (input)/1000* (output)

* MakcumarnbHoe konuvectso npasun ACL ansa ctaHgapTHbix ACL IPv4 Single Stack 6e3 ncnonb3oBanus

pononHutenbHbix cepeuco QOS, PBR, NFPP, CPP.
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Mopgenb

QSW-6910-26F

MakcumanbHoe KOnM4yecTBO
anana3oHoB npasun ACL

24

VLAN 4K 802.1Q VLAN
Port-based VLAN, Private VLAN, GVRP
Super VLAN

QinQ Basic QinQ

ArpermposaHue kaHanoB
CBA3N

LAG, LACP (802.3ad)

3epkannpoBaHue nNopToB

Flow-based mirroring,
Many-to-one mirroring, One-to-many mirroring, RSPAN
Link aggregation mirroring

Multiple  Spanning  Tree
Protocol (MSTP) Instances

64

MpoTtokonbl Spanning Tree

IEEE802.1d (STP), IEEE802.1w (RSTP), IEEE802.1s (MSTP)

MakcumarnbHoe Kon-Bo 128
arpermpoBaHHbIX NMOPTOB

(AP)

Tabnuua Virtual Routing and | Jo 100
Forwarding (VRF)

Jumbo-dperm 9216

DHCP

DHCP server, DHCP client, DHCP relay, DHCP snooping
DHCP snooping IPv6, DHCP client IPv6, DHCP relay IPv6

MpoTokonbl IPv6

Appecauuns IPv6, ICMPv6, Path MTU Discovery

IP-mapLpyTtmsauma

Static routing, RIP, RIPng,
OSPFv2, OSPFv3, IS-ISv4, IS-ISv6, BGP4, BGP4+
ECMP

Multicast IGMP v1/v2/v3, IGMP proxy, IGMP v1/v2/v3 snooping,
IGMP filtering, IGMP fast leave,
PIM-DM, PIM-SM, PIM-SSM
MLD Snooping, MLD, MSDP

ACL Standard IP ACL, Extended IP ACL,

Extended MAC ACL, Expert ACL,
Time-based ACL, ACLS80, IPv6 ACL
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Mopgenb

QSW-6910-26F

QoS

PacnosHaBaHue Tpaduka Ha ocHoBe noptoB, OrpaHuyeHue
CKOPOCTU Ha OCHOBE MOPTOB, Kraccudukaums Tpadmka
802.1p/DSCP/TOS,

8 npuoputeTHbIX odepenen Ha nopT, Anropntmbl 06paboTkm
oyepepen: SP, WRR, DRR, SP+WRR, SP+DRR, RED/WRED

BesonacHocTb

dunbTpauna HeasTopusoBaHHbiXx MAC-agpecos,
nofasrneHne LMpoKoBeLLaTeNbHbIX LUTOPMOB,
Vepapxudeckoe ynpasneHne agMmHucTpaTopamu u 3awmuta
napornem, RADIUS n TACACSH+,

SSH, BPDU Guard, Network Foundation Protection Policy
(NFPP); CPU Protection (CPP); DHCP Option 82

YnpaeneHue

SNMP, CLI (Telnet/Console), RMON (1,2,3,9), Syslog, NTP,
SNMP no IPv6, nogaoepxka IPv6e MIB ons SNMP, Telnet v6,
FTP/TFTP v6, DNS v6, NTP ansa v6, Traceroute v6,
Mopnepxka sFlow anga Beibopa nakeToB Tpadmka
KOMMyTaTopa UCNonb3yst TEXHOSOMMIO CriyvariHon BblGOPKM
noToka AaHHbIX

[MpoTokonbl pe3epBUpoOBaHUSA

VSU, GR gna RIP/OSPF/BGP, VRRP, BFD, G.8032 (ERPS),
TexHornorus 6eicTporo nepekntodeHns REUP,

(Rapid Link Detection Protocol), pesepsupoBaHne nutaHus
1+1; MOOyNM NUTAHMSA N BEHTUNATOPbLI C BO3SMOXHOCTbIO
ropsiyen 3ameHbl

VSU (Virtual Switch Unit)

[lo 2 kKoMMyTaTOpPOB B CTEKE

OrnekTponuTaHue

MogynbHbin 6rok nutanusa AC: 100 — 240 B, 50/60 Iy,

MoTpebnsiemas MOLLHOCTb

< 85 BT

3alwmTa oT cKaykoB

4 kB (nopt MGMT)

HanpsPkeHns Moaynb ncroynmnka nutanmsa (QSW-M-6910-PWR-AC):
obwmn pexnm 6 kKB/pasHoCTHbIN pexunm 6 kKB
BeHtunstop Mooaepxka 2 NoAKIYaEMbIX MOAYIIbHbLIX BEHTUSISTOPOB;

BO3yXOBOAbI Criepeam n caaau
Moaaepikka perynmpoBKy YacToTbl BpalLeHUst BEHTUNsITopa U
OMOBELLEHNSI O HEUCNPABHOCTY

CvrHanusauus TemnepaTtypbl

Mopnepxka yHKUMM ONOBELLLEHNS TeMnepaTypbl

Temnepatypa

Pabouasa Temnepatypa: 0 °C — +50 °C
Temnepatypa xpaHenunsa: =40 °C — +70 °C

OTHoCcUTENbHAsA BNAXXHOCTb

Paboyas: ot 10 % mo 90 %
Mpun xpaHeHun: ot 5 % 8o 90 %

www.qtech.ru




Mopensb QSW-6910-26F

Pabouyas BbicoTa 0 —-5000 m

Paamepsbl (LUxIMxB) 440,0%330,0x43,6 Mm
BbicoTa B cTONKe 1U

MTBF 30 net

CraHgapTbl 6e30nacHOCTH GB4943-2011, EN 62368-1:2014+A11:2017

Hopwmbl BbiOpocoB GB9254-2008 CLASSA, EN 55032:2015+AC:2016,
EN 61000-3-2:2014, EN 61000-3-3:2013+A1:2019,
EN 55035:2017, ETSI EN 300 386 V2.1.1 (2016-07)

CxeMbl npuMeHeHusA

e YpoBeHb arperauum KpyrnHbIX ceTer, YpoBeHb S4pa ManblX U CpegHUX ceTen, MOosSHbIN
poctyn 10G ypoBHS 3 Ansa KpynHbIX NPeanpuaTUiA Unv OPUCHbBIX 30aHUN.

e Lllnpoknii cnekTp MexaHW3MOB YyrpasreHus obecrneyvBaeT 3alUTy CeTU, KOHTPOSb
A0CTyna ¢ BbICOKMM YPOBHEM 6€30MacHOCTU N 3(PEKTUBHBINA KOHTPOSb AOCTYNa K CeTH.

e KomnnekcHble NONMTUKN ynpaBreHnsi TOMOratoT yNpaBnaTb NPOMNYCKHOM CNOCOBHOCTHIO
N rapaHTUpPYKT Takue KM4veBble YCINyru, Kak roriocoBble BbI30Bbl, MHOroaapecHble
ayamo- 1 BUOEOMOTOKM, a Takke BUAEO Nno TpeboBaHuIo.
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CueHapum 1

KommyTtatopbl cepum QSW-6910, kak KOMMyTaTopbl YPOBHSA arperaumm KpymnHbIX KamMnyCHbIX
ceTen, obecneunBatoT nonocy nponyckanusa 10 6ut/c ana obopynosaHusa goctyna, n 40 Méout/c
arperaumio Kak KaHan CBsi3n C BbICOKOW MPOMYCKHOW CMOCOOHOCTbIO ANs COeAMHEHUS YPOBHS
arperaumm ¢ ypoBHeEM [0CTyna, YTO COOTBETCTBYET pacTyLuM NoTpebHOCTAM nonb3oBaTenen.

BHyTpeHHWE cepBepsl

| |e==| |==
Ll I I == I I ——
[ L —
L I L == I ——
| | |
| == |==
| | |==

www e-mail DNS

o A0M00TEWTIC | @ E @ El
{ ———— 10 6ut/c onTuka :

1Tout/c veap e

AOMUHWCTPATUBHLIE
odMCHbIE 34aHKA

KamnycHan cetb |
: m MHPOPMALMOHHOIO \I(O‘)
i AOMMHUCTPATUBHO- LeHTpa S/
© ochmcHas 30Ha

3oHa BubnuoTekn
30Ha npenogasaHus
W Hay4HbIX 30Ha 0BLEXUTUS
MCCNeaoBaHum e e N ANnA CTYOEHTOB

THOTE

PazHkle ataxu bubnunoTtekn

| sazazzs - | [ s:izissoe |

YHUBEPCUTETCKNIA KOPNYC,
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CueHapum 2

KommyTtatopbl cepumn QSW-6910 Takke moryT ObiTb pa3BepHyTbl B kayectBe 10-rmrabuTHbIX
KOMMYTaTOPOB YPOBHSI siApa Ha MarnbiX U CpegHUX NpeanpusaTUSaX, YTO MOXET 3HaAYUTErbHO
MOBbICUTb HAAEXHOCTb N 3(P(PEKTUBHOCTb CETEBOM CUCTEMbI U YNPOCTUTL apXUTEKTYPY CETU C
nomoLlblo TexHonorum VSU.

. 40M00TGuTc | www e-mail DNS
i ————— 10 But/c onTmrka !
BHyTpeHHUE cepBepbl | 1r6uT/c Meab i @ g g g

s ]
..... T ..
----- B EEEEEEEN

O6pasoBaHue

www.qtech.ru 10



CueHapuu 3

QSW-6910 moxeT ObITb pa3BepHyT Ana AocTyna unn obbegnHeHnst ceTen manbiX U CpeaHnx
KomnnekcoB 3gaHui. MopTbl goctyna 10 MOMT/C MOXHO MCMNONb30BaThb ANSA BbICOKOCKOP OCTHOIO
Joctyna K arpermposaHHoMy nopTy, dopmupys 10G/25G Hucxogawmm kaHan goctyna ot
arperawumm 1 BbICOKOCKOPOCTHOE CcOoeMHeHMe Bocxogswero kaHana 40G arperaumm K ypoBHIO
AoCcTyna Ansa yaoBneTBOPEeHust pacTyLmx noTpebHocTen nons3oBartenen.

BHyTpeHHne cepeepbl

= = = www e-mail DNS
QSW-6910
::::"] [ TITRT

QSW-6910 : NPE

40/100 I'éut/c onTuka |
10/25 Iout/c onTuka
1 réut/c meab

10/5 MouT/c megb

prnnnnn o | | mrmmzEoe | snanann oo | [ Ennniiroe |
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UHdopmauusa ansa 3akasa

Mopenb OnucaHue

QSW-6910-26F YnpasnsemMblii CTEKMpyeMbI KOMMyTaTop yYpoBHS L3, 20 nopTos
1G/10G SFP+, 4 nopta 10G/25G SFP28, 2 nopta 40G QSFP+,
4K VLAN, 32K MAC-agpecos, 1 nopt USB 2.0, 1 KOHCOMNbHbLIN
nopt, 1 nopT MGMT, 2 cMmeHHbIx Bl (nocTaBnstoTCa OTAENBHO),
pasmepbl LWLxM*B (440,0%330,0%43,6 MM)

QSW-M-6910-PWR-AC CmeHHbIn oK nuTaHua nepemeHHoro Toka 150 BT gns
QSW-6910-26F

ConyTcTBylOLWMe TOBaphLI

Mopenb

OnucaHue

QSC-SFP+0.3G10E-850-MM

Ontuyeckun moagynb SFP+, 300 m, 10 Gut/c, 850 Hm, MM,
LC, DDM

QSC-SFP+20G10E-1310

Ontuyeckun moaynb SFP+, 20 kv, 10 F6ut/c, Tx=1310 HMm,
LC, SM, DDM

QSC-SFP+20G10W-2733

Ontnyeckun mogyne SFP+ WDM, 20 km, 10 [6uT/c,
Tx=1270/Rx=1330 um, LC, SM, DDM

QSC-SFP+20G10W-3327

Ontnyeckun mogynb SFP+ WDM, 20 km, 10 [6uTt/c,
Tx=1330/Rx=1270 um, LC, SM, DDM

QSC-SFP+-CAB-Al

AKTMBHas kabenbHasa coopka SFP+, 1 m, 10 [6ut/c

QSC-QSFP-CAB-A1

AKTMBHas kabenbHasa coopka QSFP+, 1 m, 40 6ut/c

QSC-SFP28-0.3G25E-850

OnTtuyeckun mogynb SFP28, 25G, 300 m, 850 HMm, LC

QSC-SFP+10GEA

Mogynb SFP+, megHbI HTepdenc RJ45, onnHa cermeHTa
30 meTpos, 10 6uT/c

O6waa nudgopmauunsn

FapaHTNA n cepBuc

Mpouenypa n HeobxoanMbIE OENACTBMS MO BOMPOCaM rapaHTuUm onucaHbl Ha cante QTECH B
pasgene «[lMogaepxka» —> «[ apaHTUNHOE OBCNYKUBAHMUE Y.

O3HakoMNTbCA C MHpopMaLMen No BoNpocam TECTUPOBaHUSA 060pyaOBaHUS MOXHO Ha canTe
QTECH B pasgene «[Nogaepxka» —> «B3saTb 000pyaoBaHNE HA TECT».

Bbl MOXeTe HanucaTb HanpsiMyro B Cry0y cepBuca no 3NeKTPOHHOW noyTe sc@gtech.ru.

www.qtech.ru
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https://www.qtech.ru/support/guarantee/
https://www.qtech.ru/support/testing/
mailto:sc@qtech.ru

TexHn4Yeckasa nopaepkka

Ecnn Bam Heobxoammo cogencTBMe B BOMpoOcax, Kacawwmxcs Hawero obopygoBaHusi, TO
MOXETe BOCMNOSb30BaTbCs HalLEN aBTOMaTU3UPOBAHHOMW CUCTEMOWM 3arnpoOCOB TEXHWUYECKOro
cepBuc-ueHTpa helpdesk.gtech.ru.

TenedoH TexHnyeckon nogaepxkn +7 (495) 269-08-81
LleHTpanbHbIn odouc +7 (495) 477-81-18

3neKTp0H|-|a;| BepCcusa gOKyMeHTa
OaTa nybnukaumn: 29.11.2024

https://files.qtech.ru/upload/switchers/QSW-6910/QSW-6910_datasheet.pdf
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